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JBP S-Aug-77 10:12 23449
TCP Meeting Notes
14 & 15 Jduly 1977
Editor's Recmarks
In preparing these notes | have made some roarangcment of the matcrial
from the actual tiwme ordor of its occurance to place material uncder
its logical agenda topic.
It nust alco be said that these notes are samcubat incomplote and it
must be rcalized that somctimes they may unfor tunately microport a
spcakers romarks.
At the beginning of Fridoys scosion Dave Reed distributed a draft of
LCS Local Net Note 10 which attempts to describe the conclusions
reached the first day and to discuss the issucs and alternativos in
the major unresolved arca: ICP and three-wau-handshake. This note has
since been revised and distributed via sndmsg.
Agenda T tows
1. D35F developments - Recd
2. [D5GP & TSP issues - Towmlincon
3. Addrecsing - Reed
4, Intocrnet Plans - Ceret
5. LCS Net - Clark
G. PARC - Shach
7+ LLL - Hatson
8. RCC Mot = Towmlinson
d. Tops 20 - Plupner

18. TO3 issues = Cohen

11. Next licetings - Cerf
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TCP Heeting Notes

SAT
N3A-11
P-TIP

The P-TIP is a pluribus prototupe TIP and is connected to RCCHET,
(11) BLC lines, and the ETAN-SINP. ;

The ETAN-SINP is connccted to a pdpll gateway which is in turn
conncctod to the CONSAT-3G0.

9. Tops Z0 TCP - Pluiner

TCP on TORS2Q is up to a tdogree in that 1t does do some teost programs
and a siuplificd Telnet, Its performance needs examination. 1t io
about 11,053 octal words (4GED decimall). There is a prebilem with large
core TOPSZ0s5 in that there must be B words of monitor tabiles por poage
of real memory. So for a 1 wmillion word system there are 12,003 vords
of tables. The monitor address space is fixed at 256 K moxiwuin. Az
momory grous nonjtor coda npust shrink, The KCP is 14,653 actal vencls,
The Tenex RET: file interface is guite complicated inside oned it would
not be easy to convert it to use TCP sometimcs.

18. TO05 issues - Cohen

Editor: This topic uas not diccussed.
11. Next lNeetings - Corf

schedule of wmeotings as proposed by Cerf

Date Placa

Oct. 12-14, 1977 <S¢
Jan. 30-31, 1972 151
Apr. 20-21, 1972  EGil
July 13-14, 1973  PARC
Oct. 12:13, 1973  LCS

Acide: Dr. Lyons indicotes this recent report may be of intcrest:

Bochman & Goyecr

"Datagrams as o Pulilic-Packet Switched Data Transmission Service"
Uepartnent of Connunication Canada

University of llontreal

March 1977
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Cerf Assigns Action Itews -- REPORTS DUE & AUGUST 1377

1. Secket ID - Uniguueness vs. Rouse

Croclor
Sunshineg

Hecocd
Towml in

SOn

2. Urgent Dit va. Urgent Pointer

Feel

3. Scparation of Control

Foctel
Lroden
Hatoon
Mathin

Cerf Dosin

Net Nurb

nates Fostel Recponsible for Assigning Humbers

crs

Internet lieszace Tupes
Socket Muubeors

Avsigned Intornet Necoage Topes

Oestination Mothwork Tdoentifioe:

Decimal

Postel

Octal

/=14
15

16
17

Mlotuorlk
Eoocape
TCR
Cocurn
Gatouay
Nzasurcnent
Ozef

LCL
Roserved
Plur ibus
Telenet
Hnet

8 bits

lpane 191



TCP Heeting Notes

JEP S-fiug-77 10:1Z

Assignod Netuork Numbers

Destination Netuwork ldentificr: & bLits
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=
L ca

20-254
255
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24-576

277

Hetuwork

Reserved

B Packet Radio Netuwork

EF Bay Area Packet Radio Netuork (1)
BBl RCC Metuwork

Atlantic Satellite Network
Wazhington D.C. Packet Radio Netuork
5F Bzu Arca Packet Radio Netuork (2}
ot zssigned

AT

University College London Hetuorlk
CYCLADEZS

Hational Physical Laboratory
TELENZT

Eritich Post Dffice EPSS

DATARAC

TRANSPAC

LCS Netuork

TYilwaT

Unassigned

Resorved
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Attondees:

Robert Braden LICLA-CCi
dorry Burehfic EoH
Vint Corf ARTA
Oave Clork EES
Danm Cohcon 151
Steve Crocker IS
Yogen Dalal HERDK
Jed Oonnel ey LLL
Jim Forqgino LL
Jaek Hawverty SH
Robeort Lions QCEC
Jim Mathis SAl
Jim Ml fureg il
il Plusmer | B
Jon Peoutel I51
Dave Roeod LCS
Randy Rotthorg Lo
Jalin Shoch KERD
Virginia Straizar BN
Carl Sunshinz RnD
Ray Temlinson ESH
Dick Hatson LLL
Doug Welln LCH
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TCF Meeting Notes

1. DSP developments - Reed

Dave Reed presents mainly the differences in DSP from previous
tleseriptions,  Particular small problens:

{1} Urgent into a closed windou

Tuwo starges of input processing, 8 preprocessor for urgent thinos
like control-C, and a regular processor for normal input.

Onc Jdca is to trancmit urgent pointer value in option field.

The current idea is te send the urgent bit with current sequence
nutiber (assume that zero window not used to arbitrarily shut the
other guy offl.

Cerf: Separate data and control streams?
Recd: Control streom necds flow control too

Crocker: Mo, control stream only is setting parameters so no flou
cantrol is ncocoded,

(2) Allecation & Buffering

Lettors - meons this ic o complete unit but data stream itoelf
should e calf parsing. lodel is ring buffer like, but some systems
profer block buffers. 1f data comes out of order then one doesn’ t
knou if data that arrives early should be placed at the end of one
buffcr ar tho beginning of the next. [TCP haz additional problem of
controls in coguence space, but 0SP has none of that.l Tuo
proposalss:

L. (Strauman) Put the data in as it arrives. I later found te
o out of order, move it.

2. Transwit gaps - [the sender has to know how Bing the buffers
arel. Hote in header says x bytes following this are a gap. The
fjijs uscs wp allocation spoce. Start in ring mode thon nogotiato
buficr size to continue. To include buffer size in TECP initial
cxchonge s not much cost.

(2} ICP for OSP
Sockets ore uniquely choscn except for well known "sockels". This

se¢ of a socket ic distinguichoble from any othor uso [no
roesynchronization, scguence numbers start at zerol. Well konoun

[page 2] MPostel
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sockat is susceptible to spoofing by reply so docon't do amygthing
that cannot be harmlessly repeated.

1. Uzer calls uell knoun server socket.
<. [loptionall Hell knoun socket replies.

2. Hell knoun socket ercates server instance with a neo cocket,
mon sockot soncds dato to user socket.

4, Communication iz opeon.

Well knoun cocket must not do anuything that can't be undone or can't
be done M tines uithout harm.

Sockot createed is in initial state and either recuscable (= uell
krnoun! or not.

Discussion of model of seccurity & spoofing model of how cecure and
how much 15 dependent on it being a gentlemans club.

Discussion of OSP initial connection procedure and ecpecial ly the
errars in face of duplicates that arrive at well knoun cocket,

Scocurity is handled in cncruption. [Questions about hou nuech the
encruption is relicd on to protect against other than security
problons. ]

2. D5P & TCP iscues = Tomlinson

Hou to take advantage of OZP work and te solve prebleums in TCP.
Assumption: No radical changes to TCP philosophy.

Problemns:
1. Control Information in Sequence Space.

2. COL Intcrpretatian.
Cuffer Hanagercent

Flow Control {fluctuating windou)
3. O3SP ldeas to Not be Adopted.

Continuous Checlksuns

ICRP

Fostel (page 3]
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{1} Control Information in Sequence Space.

The controls that take up sequence space are: SYN, FIN, ARO, RS,
and INT.

S¥i
At begining of stream so no real problem.
FIN

At end of strcam so no real problen.

ARO

Hindou sending (relichle) schemes using it have not boon good. Roy
vants to eliminate ARO by having low rate of retrancmicsion. Corf
is concerncd about effects on shared resources. Feed thinks that
is a conpestion control issue.
Watson: Secnding control into zero windou?
Tomlinson: Keep retransmitting (slowing dowunl.
Cohen: Telenet has a solution -> pay for each packet,

RS
Sequence number reassignments imply buffering issucs.

Crocker: |t cowmes doun to time constant. 1f time congtants are
chosen right probability of failure can be reducod.

Froposal is to ignore RSN

N roasoncble value for maxinum packet life tine is 2 minutes. 1f
parancters of tronsnission rate and packet life tike reguire then
go to a B4 bit seguence number.

Heed: Do it now beczuse we won't be able to do it later.

If packet lifetinme is short enough (say <30 secl then if you crash
then just don’t come up for 38 sec (that timel.

i

Cohen: Should design in robustness. Look out for the "add x bits

to ficld y" as a band aid rather than careful design.
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Hatson: llethod of choice of initial sequence nuubor could be uhat
gver that hosts uwant to do.

Everybody thinks its ok.

Size of sequence field is now 32 bits may grow at a later time to
G4 bits.

ITHT

(21

Postel

Slightly mysterious, co it like D5P"s "urgent.”

Lf nothing going on the UP {urgent pointer) = LE [left oelnol .

ILf urgont coties then send UP in each pocket transoittcd or
refranciiiticd as an option. UP = sequence nuuber af last by byte
of urgont data

Uonnel Icy: Wiwy not scparate conncction for comtrola?

Crocker: lodel for contral is the passage of values of parauotors
to update the paraucters shared betueen the protocol modules, data
fFlou 1o cecondary,

Reed: For cfficicncy and as a hook for common applications.
Crocker: Hhat is the minimal amount of control? Then put all other
contrals on a sccond connection. Each side has a wodel| of the
T

ctate, and the scnder sends an update to the state, znd the reply
t st

is the curren ate, if it is not close enough then go arround

arnain,

Tomlinzon: Urgent pointer to one past the urgent data byte. 1§ UP
= LE thon not urgont.

Reed: Efficiency of the updating - reduce the Ack to just the LE.

Recd: Model of specch data processing is to aluays dck the highest
EEqUCﬂCG numhmr road.

He all believe that urgent pointer works, docs urgent bit work?
LCS will explore and try to convice Tomlinzson (presumably as a
reprocentative of the skeptics).

Flushing - higher level issue nat part of TCP.

EOL Interpretation.
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Delimits streams of useful information

1. Buffer guantization, default = 1 byte., Sending an EOL never
consumncs receiver buffer space (really sequence spacecl. Right edge
novor gets noved left.

2. Option of setting buffor size.

Cerf: What happens in non-reliable delivery? [f you get only part of
a letter how do you parse it? Don't deliver it at all?

Cohcn: Only uscr above TCP knouws what letter means.

Reed: TCP shoule take no roecsponsibility for roemcmboring all lettor
boundaries only the lzst (most recent] one. He should be concerncd
With conceptual TCP-USER intcrface.

Watson: Hhat if buffer space less than letter size?

FReed: Mever deliver a non-letter to user.

Tomlinson: Mo COL significance (telnet modell.

1. Uzer (cender) declares to his TCP in OPEN call "o EOL
significance”.

Cerf: There are the follouwing EOL issues:
1. ldentify that meaningful data is now available.
2. Frames usecrs data.

3. For non-guarantccd modes of transmission, allow TCP's to
deliver only "useful" data (as specified by sourcel.

. Allows better buffcr management.

5, Is it permissible for a connection to mever have an EULY
Tom!linson: There are come cases:

Case A - Receiver knows the most recent letter mark only,

Cace B - Receiver knous the begin and end of ecvery contiguous
block of letters.

Case C - Receiver knous the begin and end of cach lettor.

[page BI FPostel
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TCP leeting lintes

Case D - Recoiver knous boundaries all letters and buficors, ot
docs not know uhat theoy repreosent.

Uake up process when a buffer is full or when EOL i prosent.
Choice is betucen B & C, and if the receiver chooses [ teoo,

Heed: We chould not suppert high level protocols that can nat
rocognice boundarics betucen meaningful units.

Tomlinsen: Thore is a transaction processing example there the issue
of buffering is critical,

Clark: Places in the stream that are resynchronization points, thus
Hhat ve really want is Begin of Letter.

Reoels

Beag of Letter - Synch point
End of Letter - Hakoup point

Postel: Synch points not necessary in host level protocols.
Tomlinzon: So this is an important efficiency iscue.

Roed: It costs us something to keop this extra information in nodel
C over model B,

Tomlinzon: Thinks it is cheap to keep extra pointers.

Some feel it calls for exira data structures in their
inplonentation.

Wel ls: Suppose user has tiner that can remind hin that he has not
gotten data reocontly. Suppose there is a value for butos in o buffer

that means "no data here”.

General ly thought to be a bad thing! Equivalent to keeping exira
data sbout data strcan.

Scncing TCP con send at any time, and will scnd at EOL.
TCP carries bogin of loetter and end of letter.
cer -> ICP: User says EOL when he wants,

TCP -> TCP: corrics both marks.
TCP -> uzer: lets user know about beqgin and end of lettor.

Posteol [page 7]
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Cohen: Wake up bit.

Beginning of meaningful data.
Ending of meaningful data,

Rettberg: Since it is important for the user sending to put the
marks on it ic important for all the marks to be cdelivercod,

Crocker: 5o moybe everything should be time stamped because sl ing
it at minute one is different from sending it at the next minuto.

Tomlinson: What is the cost of keeping all the synch inforuation?

Donnelley: It can’t be optional either all have to cdo it or none can
rely on it.

Braden: Extro data structure if you didn't necd it in the
reliability case.

Clark: High level protocal (HLP) requires the lctter Bit on ovory
socmantic unit and that the high level protocol also provide a wau to
parse data. HLP's don't depend on letter boundarics but TCP's may
report tham all to destination processes.

Tomlinzon: Destination TCP will put only one leticr in a buffer «n
this ic ok,

Letter boundary
Rubber bit on EOL
1. Sending uzser knous.
2. Scnding TCF knous buffer size.
lcould send one letter before knowing size) finds ocut from
receiver JCP (that found out from receiving uscr on oponl on
SYil, default = 1 byte, SYN has buffer size option.
2. Scnding side docon't knou.
Editor: scewms to be agreement on a rubber EOL of type 2.

(Za) Continuous chockeoums:

Uo Gateuay's have to recompute checksums?
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Rocd says no
Toml incon thought ues

Editor: Dave Recd explaincd continuous chocksumming but tho notes
are confuscd hore [poerhops the editor is confuscd). fg tho oditor
understands it the overal | idea is that if there is 2 cheekoun CL of
everything up to a point A in a data stream then th2 checkhoun C2 of
everything up to a later point B in that data streswn can be couputed
from a function CI=f(Cl,deltal uhere delta is the cokputed chocksun
of the streoan botucen points A and B.

Can’t wvalidate anything out of order. (In reliable syston, ue have
an unreliable systen too.)

Sunchine: What is advantage?

Reed: The good point is that the transmitter can chanoe his mind
uhere to checkoon.  That 1s packet boundarics can change on
rotronciission. The trancaitter only has to canpute a noo chock oo,
Plusmer: The trade off is that OSP lets one scnd |arger packeots on
retranciission uithout redoing checksum, Hinile TCF allonz wverifying

blocks out of ordeor.

Reecds llere e hon to do unrelizble delivery undor continuous
choclouns:

Uze a checksum synchpoint, then ong can rostart at any synchpoint,
[ being of letter a synchpoint?

Shoch: Hou is chechsum thru synchpoint different from blochk chocksum
for speech.

Hot differont.

Tomlinzon: Drounbock of continuwous checksum is that one con®t lonk at
ACE and windou infornation of just arrived seguonts to uze this most
up to date inforaation.

Cerf: We don't soocu to gain enough by continuous checksumming.

Flummncr: Tho ability to voe ACK uwindew information from "packets
from the future" is very important.

Cerf: Propose that TCP proceed with block chockoums thom LCS 4o
explore tradeoff betucen continuous checksum and block choeckoom.
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