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1

I ntroduction

Aut henti cation, Authorization, and Accounting (AAA) protocols such as
TACACS [ RFC1492] and RADI US [ RFC2865] were initially deployed to
provi de dial -up PPP [ RFC1661] and term nal server access. Over tineg,
AAA support was needed on many new access technol ogi es, the scale and
compl exity of AAA networks grew, and AAA was al so used on new
applications (such as voice over IP). This led to new demands on AAA
pr ot ocol s.

Net wor k access requirements for AAA protocols are sunmmarized in
Aboba, et al. [RFC2989]. These incl ude:

Fai | over

[ RFC2865] does not define fail over mechani sms and, as a result,
fail over behavior differs between inplenentations. |In order to
provi de wel | -defined fail over behavior, Dianeter supports
application-layer acknow edgenents and defines failover algorithns
and the associ ated state nachi ne.

Transm ssion-1evel security

RADI US [ RFC2865] defines an application-layer authentication and
integrity schene that is required only for use with response
packets. While [RFC2869] defines an additional authentication and
integrity nechanism use is only required during Extensible

Aut henti cation Protocol (EAP) [RFC3748] sessions. Wiile attribute
hiding is supported, [RFC2865] does not provide support for per-
packet confidentiality. In accounting, [RFC2866] assunes that
replay protection is provided by the backend billing server rather
than within the protocol itself.

Whil e [ RFC3162] defines the use of IPsec with RADI US, support for
I Psec is not required. 1In order to provide universal support for
transm ssion-level security, and enable both intra- and inter-
domai n AAA depl oynents, Dianeter provides support for TLS/ TCP and
DTLS/ SCTP. Security is discussed in Section 13.

Re

i abl e transport

RADI US runs over UDP, and does not define retransm ssion behavior
as a result, reliability varies between inplenentations. As
described in [RFC2975], this is a nmajor issue in accounting, where
packet loss may translate directly into revenue loss. 1In order to
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provi de wel | -defined transport behavior, Di aneter runs over
reliable transport nechanisns (TCP, Stream Control Transni ssion
Protocol (SCTP)) as defined in [ RFC3539].

Agent support

RADI US does not provide for explicit support for agents, including
proxies, redirects, and relays. Since the expected behavior is
not defined, it varies between inplenentations. D aneter defines
agent behavior explicitly; this is described in Section 2.8.

Server-initiated nessages

Wil e server-initiated nessages are defined in RADI US [ RFC5176],
support is optional. This nmakes it difficult to inplenent
features such as unsolicited disconnect or re-authentication/
re-aut horizati on on demand across a heterogeneous depl oynent. To
address this issue, support for server-initiated nessages is
mandatory in Dianeter.

Transition support

VWil e Di aneter does not share a conmmon protocol data unit (PDU)
with RADI US, considerable effort has been expended in enabling
backward conpatibility with RADIUS so that the two protocols nay
be deployed in the same network. Initially, it is expected that
Di ameter will be deployed w thin new network devices, as well as
wi t hi n gat eways enabling comuni cati on between | egacy RADI US
devices and Di aneter agents. This capability enables D aneter
support to be added to | egacy networks, by addition of a gateway
or server speaking both RADIUS and Di aneter.

In addition to addressing the above requirenments, Dianeter also
provi des support for the foll ow ng:

Capability negotiation

RADI US does not support error nessages, capability negotiation, or
a mandat ory/ non-mandatory flag for attributes. Since RAD US
clients and servers are not aware of each other’s capabilities,
they may not be able to successfully negotiate a nutually
acceptabl e service or, in sone cases, even be aware of what
service has been inplenented. D aneter includes support for error
handl i ng (Section 7), capability negotiation (Section 5.3), and
mandat or y/ non- mandat ory Attri bute-Val ue Pairs (AVPs)

(Section 4.1).

Faj ardo, et al. St andards Track [ Page 8]



RFC 6733 D aneter Base Protocol Cct ober 2012

Peer discovery and configuration

RADI US i npl enentations typically require that the nane or address
of servers or clients be nmanually configured, along with the
correspondi ng shared secrets. This results in a large

adm ni strative burden and creates the tenptation to reuse the

RADI US shared secret, which can result in najor security
vulnerabilities if the Request Authenticator is not globally and
tenporally unique as required in [RFC2865]. Through DNS, Di aneter
enabl es dynani c di scovery of peers (see Section 5.2). Derivation
of dynam c session keys is enabled via transm ssion-1|eve

security.

Over time, the capabilities of Network Access Server (NAS) devices
have increased substantially. As a result, while D anmeter is a
consi derably nore sophisticated protocol than RADIUS, it renains
feasible to inplement it wthin enbedded devices.

1.1. Dianmeter Protoco
The Di anmeter base protocol provides the following facilities:
0o Ability to exchange nmessages and deliver AVPs
0 Capabilities negotiation
o Error notification

0o Extensibility, required in [ RFC2989], through addition of new
appl i cations, comands, and AVPs

0 Basic services necessary for applications, such as the handling of
user sessions or accounting

Al'l data delivered by the protocol is in the formof AVPs. Some of
these AVP val ues are used by the Dianeter protocol itself, while
others deliver data associated with particular applications that

enpl oy Dianmeter. AVPs may be arbitrarily added to D aneter nessages,
the only restriction being that the Command Code Format (CCF)
specification (Section 3.2) be satisfied. AVPs are used by the base
D aneter protocol to support the follow ng required features:

0 Transporting of user authentication information, for the purposes
of enabling the Dianeter server to authenticate the user

o Transporting of service-specific authorization information

between client and servers, allow ng the peers to deci de whether a
user’s access request should be granted
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0 Exchangi ng resource usage information, which nay be used for
accounting purposes, capacity planning, etc.

o Routing, relaying, proxying, and redirecting of D aneter nessages
t hrough a server hierarchy

The Di aneter base protocol satisfies the mininumrequirenments for a
AAA protocol, as specified by [ RFC2989]. The base protocol may be
used by itself for accounting purposes only, or it may be used with a
D aneter application, such as Mbile | Pv4d [ RFC4004], or network
access [RFC4005]. It is also possible for the base protocol to be
extended for use in new applications, via the addition of new
comands or AVPs. The initial focus of D aneter was network access
and accounting applications. A truly generic AAA protocol used by
many applications might provide functionality not provided by

Di aneter. Therefore, it is inperative that the designers of new
applications understand their requirenents before using D aneter.
See Section 1.3.4 for nore information on Di aneter applications.

Any node can initiate a request. In that sense, Dianeter is a peer-
to-peer protocol. In this document, a Dianeter client is a device at
the edge of the network that perfornms access control, such as a

Net wor k Access Server (NAS) or a Foreign Agent (FA). A Dianeter
client generates Di aneter nessages to request authentication

aut hori zation, and accounting services for the user. A D aneter
agent is a node that does not provide |ocal user authentication or
aut hori zati on services; agents include proxies, redirects, and relay
agents. A Dianeter server perforns authentication and/or

aut hori zation of the user. A D aneter node may act as an agent for
certain requests while acting as a server for others.

The Dianmeter protocol also supports server-initiated nessages, such
as a request to abort service to a particul ar user

1.1.1. Description of the Docunent Set

The Di aneter specification consists of an updated version of the base
protocol specification (this docunent) and the Transport Profile

[ RFC3539]. This docunent obsol etes both RFC 3588 and RFC 5719. A
summary of the base protocol updates included in this docunent can be
found in Section 1.1.3.

Thi s docunent defines the base protocol specification for AAA which
i ncl udes support for accounting. There are also a nyriad of
appl i cations docunents describing applications that use this base
specification for Authentication, Authorization, and Accounti ng.
These application docunents specify how to use the D anmeter protoco
within the context of their application
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The Transport Profile docunent [RFC3539] discusses transport |ayer
i ssues that arise with AAA protocols and recommendati ons on how to
overcone these issues. This docunent also defines the Dianeter
fail over algorithmand state nachine.

"Clarifications on the Routing of Dianeter Request Based on the
Username and the Real nf [ RFC5729] defines specific behavior on how to
route requests based on the content of the User-Name AVP (Attribute
Val ue Pair).

1.1.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

1.1.3. Changes from RFC 3588

Thi s docunent obsol etes RFC 3588 but is fully backward conpati bl e
with that docunent. The changes introduced in this docunment focus on
fixing i ssues that have surfaced during the inplenmentation of

D aneter (RFC 3588). An overview of sone the major changes are given
bel ow.

0 Deprecated the use of the Inband-Security AVP for negotiating
Transport Layer Security (TLS) [RFC5246]. It has been generally
consi dered that bootstrapping of TLS via |Inband-Security AVP
creates certain security risks because it does not conpletely
protect the information carried in the CER/ CEA (Capabilities-
Exchange- Request/ Capabi | i ti es- Exchange- Answer). This version of
D aneter adopts the common approach of defining a well-known
secured port that peers should use when comunicating via TLS/ TCP
and DTLS/ SCTP. This new approach augnments the existing in-band
security negotiation, but it does not conpletely replace it. The
old nethod is kept for backward conpatibility reasons.

o Deprecated the exchange of CER/ CEA nessages in the open state.
This feature was inplied in the peer state machi ne table of RFC
3588, but it was not clearly defined anywhere else in that
docunent. As work on this docunment progressed, it becane clear
that the multiplicity of meaning and use of Application-1d AVPs in
t he CER/ CEA nessages (and the nmessages thenselves) is seen as an
abuse of the Dianeter extensibility rules and thus required
sinplification. Capabilities exchange in the open state has been
re-introduced in a separate specification [ RFC6737], which clearly
defines new commands for this feature
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o Sinplified security requirenents. The use of a secured transport
for exchanging D aneter messages remains nandatory. However, TLS/
TCP and DTLS/ SCTP have becone the primary nmethods of securing
Dianeter with | Psec as a secondary alternative. See Section 13
for details. The support for the End-to-End security framework
(E2E- Sequence AVP and 'P -bit in the AVP header) has al so been
depr ecat ed.

0 Changed Di aneter extensibility. This includes fixes to the
D aneter extensibility description (Section 1.3 and others) to
better aid Dianeter application designers; in addition, the new
specification relaxes the policy with respect to the allocation of
Command Codes for vendor-specific uses.

0o Clarified Application Id usage. Cdarify the proper use of
Application Id information, which can be found in nultiple places
within a Dianeter nessage. This includes correlating Application
Ids found in the nessage headers and AVPs. These changes al so
clearly specify the proper Application Id value to use for
speci fic base protocol nmessages (ASR/ ASA, STR/ STA) as well as
clarify the content and use of Vendor- Specific-Application-Id.

o Carified routing fixes. This docunent nore clearly specifies
what information (AVPs and Application Ids) can be used for naking
general routing decisions. A rule for the prioritization of
redirect routing criteria when nultiple route entries are found
via redirects has al so been added (see Section 6.13).

o Sinmplified D aneter peer discovery. The Dianeter discovery
process now supports only w dely used di scovery schenes; the rest
have been deprecated (see Section 5.2 for details).

There are many other m scell aneous fixes that have been introduced in
this docunent that nmay not be considered significant, but they have
val ue nonet hel ess. Exanples are renoval of obsolete types, fixes to
the state machine, clarification of the election process, nessage
validation, fixes to Failed-AVP and Result-Code AVP val ues, etc. Al
of the errata filed against RFC 3588 prior to the publication of this
docunment have been addressed. A conprehensive list of changes is not
shown here for practical reasons.

1.2. Term nol ogy
AAA

Aut henti cati on, Authorization, and Accounti ng.
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ABNF

Augnent ed Backus- Naur Form [ RFC5234]. A netal anguage with its own
formal syntax and rules. It is based on the Backus-Naur Form and
is used to define nmessage exchanges in a bi-directiona

conmuni cati ons prot ocol

Account i ng
The act of collecting informati on on resource usage for the
pur pose of capacity planning, auditing, billing, or cost
al | ocati on.

Accounting Record
An accounting record represents a sumary of the resource
consunption of a user over the entire session. Accounting servers
creating the accounting record may do so by processing interim
accounting events or accounting events from several devices
serving the sane user.

Aut henti cati on
The act of verifying the identity of an entity (subject).

Aut hori zati on

The act of determ ning whether a requesting entity (subject) will
be all owed access to a resource (object).

Attribute-Value Pair (AVP)
The Di aneter protocol consists of a header followed by one or nore
Attribute-Value-Pairs (AVPs). An AVP includes a header and is
used to encapsul ate protocol -specific data (e.g., routing
information) as well as authentication, authorization, or
accounting information.

Command Code Format (CCF)

A nodified formof ABNF used to define Dianeter conmands (see
Section 3.2).

D anet er Agent

A Dianmeter Agent is a Diameter node that provides relay, proxy,
redirect, or translation services.
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D aneter dient

A Dianmeter client is a Dianmeter node that supports Dianmeter client
applications as well as the base protocol. D aneter clients are
often inplemented in devices situated at the edge of a network and
provi de access control services for that network. Typical

exanpl es of Dianmeter clients include the Network Access Server
(NAS) and the Mobile I P Foreign Agent (FA).

D aneter Node

A Dianeter node is a host process that inplenents the D aneter
protocol and acts as either a client, an agent, or a server.

D aneter Peer

Two Di aneter nodes sharing a direct TCP or SCTP transport
connection are called D aneter peers.

D aneter Server
A Dianeter server is a Dianmeter node that handl es authentication,
aut hori zation, and accounting requests for a particular realm By
its very nature, a Dianeter server nust support Dianeter server
applications in addition to the base protocol.

Downst r eam

Downstreamis used to identify the direction of a particul ar
D aneter nessage fromthe hone server towards the Dianmeter client.

Home Real m

A Hone Realmis the adnm nistrative domain with which the user
mai nt ai ns an account rel ati onshi p.

Hone Server
A Di aneter server that serves the Hone Real m
I nterimAccounting

An interimaccounting nessage provi des a snapshot of usage during
a user’'s session. Typically, it is inplenented in order to
provide for partial accounting of a user’s session in case a

devi ce reboot or other network problem prevents the delivery of a
session summary nmessage or session record.
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Local Real m
A local realmis the administrative domain providing services to a
user. An administrative dormain may act as a local realmfor
certain users while being a hone real mfor others.

Mul ti-session

A multi-session represents a logical |inking of several sessions.
Mil ti-sessions are tracked by using the Acct-Milti-Session-1d. An
exanple of a multi-session would be a Milti-Iink PPP bundle. Each

|l eg of the bundle would be a session while the entire bundl e would
be a multi-session

Net wor k Access ldentifier

The Network Access Identifier, or NAl [RFC4282], is used in the

D aneter protocol to extract a user’'s identity and realm The
identity is used to identify the user during authentication and/or
aut hori zation while the realmis used for nessage routing

pur poses.

Proxy Agent or Proxy

In addition to forwardi ng requests and responses, proxies nake
policy decisions relating to resource usage and provisioning.
Typically, this is acconplished by tracking the state of NAS
devices. Wiile proxies usually do not respond to client requests
prior to receiving a response fromthe server, they may originate
Rej ect messages in cases where policies are violated. As a
result, proxies need to understand the senantics of the nessages
passi ng through them and they nay not support all Dianeter
applications.

Real m

The string in the NAl that immediately follows the '@ character
NAI real m nanmes are required to be uni que and are piggybacked on
the adninistration of the DNS nanespace. Di aneter makes use of
the realm also |loosely referred to as donmain, to determ ne

whet her nessages can be satisfied locally or whether they nmust be
routed or redirected. In RADUS, real mnanmes are not necessarily
pi ggybacked on the DNS nanespace but nmay be independent of it.
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Real - Ti me Accounti ng

Re

Real -time accounting invol ves the processing of information on
resource usage within a defined time window. Typically, tine
constraints are inposed in order to limt financial risk. The

D aneter Credit-Control Application [ RFC4006] is an exanple of an
application that defines real-tine accounting functionality.

ay Agent or Rel ay

Rel ays forward requests and responses based on routing-rel ated
AVPs and routing table entries. Since relays do not nake policy
deci sions, they do not exanine or alter non-routing AVPs. As a
result, relays never originate nessages, do not need to understand
the senmantics of nmessages or non-routing AVPs, and are capabl e of
handl i ng any Di anmeter application or nessage type. Since relays
make deci sions based on information in routing AVPs and real m
forwardi ng tables, they do not keep state on NAS resource usage or
sessions in progress.

Redi rect Agent

Rat her than forwardi ng requests and responses between clients and
servers, redirect agents refer clients to servers and all ow them
to comunicate directly. Since redirect agents do not sit in the
forwardi ng path, they do not alter any AVPs transiting between
client and server. Redirect agents do not originate nmessages and
are capabl e of handling any nmessage type, although they may be
configured only to redirect nmessages of certain types, while
acting as relay or proxy agents for other types. As with relay
agents, redirect agents do not keep state with respect to sessions
or NAS resources.

Sessi on

A session is a related progression of events devoted to a
particular activity. Dianeter application docunents provide

gui del i nes as to when a session begins and ends. Al D aneter
packets with the sane Session-l1d are considered to be part of the
same session.

Stat eful Agent

A stateful agent is one that naintains session state infornmation,
by keeping track of all authorized active sessions. Each

aut hori zed session is bound to a particular service, and its state
is considered active either until it is notified otherw se or

until expiration
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Sub- sessi on

A sub-session represents a distinct service (e.g., QS or data
characteristics) provided to a given session. These services may
happen concurrently (e.g., simultaneous voice and data transfer
during the sane session) or serially. These changes in sessions
are tracked with the Accounti ng-Sub-Session-1d.

Transaction State

The Di aneter protocol requires that agents maintain transaction
state, which is used for fail over purposes. Transaction state

i mplies that upon forwardi ng a request, the Hop-by-Hop Identifier
is saved; the field is replaced with a locally unique identifier
which is restored to its original value when the correspondi ng
answer is received. The request’s state is released upon receipt
of the answer. A stateless agent is one that only maintains
transaction state.

Transl ati on Agent

A translation agent (TLA in Figure 4) is a stateful Dianeter node
that perforns protocol translation between D ameter and anot her
AAA protocol, such as RADI US

Upst ream

Upstreamis used to identify the direction of a particul ar
D aneter nmessage fromthe Dianeter client towards the home server

User

1.3

The entity or device requesting or using sone resource, in support
of which a Dianeter client has generated a request.

Approach to Extensibility

The Dianeter protocol is designed to be extensible, using severa
mechani snms, i ncl udi ng:

(0]

(o]

Def i ni ng new AVP val ues
Creati ng new AVPs
Creati ng new comrands

Creating new applications
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From the point of view of extensibility, Dianeter authentication
aut hori zation, and accounting applications are treated in the sane
way .

Not e: Protocol designers should try to reuse existing functionality,
nanely AVP val ues, AVPs, comands, and Di aneter applications. Reuse
sinmplifies standardi zati on and inplenentation. To avoid potential
interoperability issues, it is inportant to ensure that the semantics
of the reused features are well understood. G ven that Dianmeter can
al so carry RADIUS attributes as Di aneter AVPs, such reuse

consi derations also apply to existing RADIUS attributes that may be
useful in a D aneter application

1.3.1. Defining New AVP Val ues

In order to allocate a new AVP value for AVPs defined in the D aneter
base protocol, the | ETF needs to approve a new RFC that describes the
AVP val ue. | ANA considerations for these AVP val ues are di scussed in
Section 11.3.

The all ocation of AVP values for other AVPs is guided by the | ANA
consi derations of the docunment that defines those AVPs. Typically,

al l ocati on of new values for an AVP defined in an RFC would require

| ETF Revi ew [ RFC5226], whereas val ues for vendor-specific AVPs can be
al | ocated by the vendor.

1.3.2. Creating New AVPs

A new AVP bei ng defined MIST use one of the data types listed in
Sections 4.2 or 4.3. |If an appropriate derived data type is already
defined, it SHOULD be used instead of a base data type to encourage
reusability and good design practice.

In the event that a |ogical grouping of AVPs is necessary, and
multiple "groups"” are possible in a given conmand, it is recomended
that a Grouped AVP be used (see Section 4.4).

The creation of new AVPs can happen in various ways. The reconmended
approach is to define a new general -purpose AVP in a Standards Track
RFC approved by the | ETF. However, as described in Section 11.1.1,
there are other nechani sns.

1.3.3. Creating New Conmands
A new Command Code MUST be all ocated when required AVPs (those
i ndi cated as {AVP} in the CCF definition) are added to, deleted from

or redefined in (for exanple, by changing a required AVP into an
optional one) an existing conmand.
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Furthernmore, if the transport characteristics of a command are
changed (for exanple, with respect to the nunber of round trips
requi red), a new Conmand Code MJST be registered.

A change to the CCF of a conmand, such as described above, MJST
result in the definition of a new Conmand Code. This subsequently
| eads to the need to define a new Dianeter application for any
application that will use that new comand.

The | ANA consi derations for Command Codes are di scussed in
Section 3. 1.

1.3.4. Creating New D aneter Applications

Every Dianeter application specification MIUST have an | ANA-assi gned
Application Id (see Section 2.4). The managed Application |ID space
is flat, and there is no relationship between different Di aneter
applications with respect to their Application Ids. As such, there
is no versioning support provided by these Application |ds

t hensel ves; every Dianeter application is a standal one application.
If the application has a relationship with other D aneter
applications, such a relationship is not known to Di aneter.

Bef ore describing the rules for creating new D aneter applications,

it is inportant to discuss the semantics of the AVP occurrences as
stated in the CCF and the Mbit flag (Section 4.1) for an AVP. There
is no relationship inposed between the two; they are set

i ndependent | y.

0 The CCF indicates what AVPs are placed into a D aneter comand by
the sender of that command. Oten, since there are multiple nodes
of protocol interactions, many of the AVPs are indicated as
optional.

o The Mbit allows the sender to indicate to the receiver whether or
not understanding the semantics of an AVP and its content is
mandatory. |If the Mbit is set by the sender and the receiver
does not understand the AVP or the values carried within that AVP,
then a failure is generated (see Section 7).

It is the decision of the protocol designer when to devel op a new

D aneter application rather than extending D aneter in other ways.
However, a new Di aneter application MIST be created when one or nore
of the following criteria are net:
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Mbit Setting

An AVP with the Mbit in the MIST colum of the AVP flag table is
added to an existing Comrand/ Application. An AVP with the Mbit
in the MAY columm of the AVP flag table is added to an existing
Command/ Appl i cati on.

Note: The Mbit setting for a given AVP is relevant to an
Application and each comrand within that application that includes
the AvP. That is, if an AVP appears in two comrands for
application Foo and the Mbit settings are different in each
command, then there should be two AVP flag tables describing when
to set the Mbit.

Conmands

A new conmmand is used within the existing application because
either an additional command is added, an existing command has
been nodified so that a new Command Code had to be registered, or
a command has been del et ed.

AVP Flag bits

If an existing application changes the neani ng/ semantics of its
AVP Fl ags or adds new flag bits, then a new Di aneter application
MJUST be creat ed.

If the CCF definition of a conmand allows it, an inplenmentation may
add arbitrary optional AVPs with the Mbit cleared (including vendor-
specific AVPs) to that conmand wi t hout needing to define a new
application. Please refer to Section 11.1.1 for details.

2. Protocol Overview

The base Di ameter protocol concerns itself with establishing
connections to peers, capabilities negotiation, how nessages are sent
and routed through peers, and how the connections are eventually torn
down. The base protocol also defines certain rules that apply to all
nmessage exchanges between Di anmeter nodes.

Commruni cati on between Di aneter peers begins with one peer sending a
nmessage to another Dianeter peer. The set of AVPs included in the
message is deternmined by a particular D aneter application. One AVP
that is included to reference a user’s session is the Session-Id.

The initial request for authentication and/or authorization of a user

woul d include the Session-1d AVP. The Session-1d is then used in all
subsequent nmessages to identify the user’s session (see Section 8 for
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nore information). The conmmunicating party nay accept the request or
reject it by returning an answer nessage with the Result-Code AVP set
to indicate that an error occurred. The specific behavior of the

D aneter server or client receiving a request depends on the D aneter
application enpl oyed.

Session state (associated with a Session-1d) MJST be freed upon
recei pt of the Session-Terni nation-Request, Session-Terni nation-
Answer, expiration of authorized service tinme in the Session-Ti meout
AVP, and according to rules established in a particular D aneter
appl i cation.

The base Dianeter protocol nay be used by itself for accounting
applications. For authentication and authorization, it is always
extended for a particular application.

D aneter clients MJST support the base protocol, which includes
accounting. In addition, they MJUST fully support each Di aneter
application that is needed to inplenent the client’s service, e.qg.
Net wor k Access Server Requirenents (NASREQ [ RFC2881] and/or Mobile
I Pv4. A Dianeter client MIUST be referred to as "Dianeter X dient"”
where X is the application that it supports and not a "D aneter
Cient”.

D aneter servers MJST support the base protocol, which includes
accounting. In addition, they MJUST fully support each D aneter
application that is needed to inplenent the intended service, e.g.
NASREQ and/or Mobile IPv4. A Dianeter server MJIST be referred to as
"Di aneter X Server"” where X is the application that it supports, and
not a "Di ameter Server"

D aneter relays and redirect agents are transparent to the Di aneter
applications, but they MJST support the Di aneter base protocol, which
i ncl udes accounting, and all D ameter applications.

Di anet er proxies MJST support the base protocol, which includes
accounting. |In addition, they MJUST fully support each Di aneter
application that is needed to inplenent proxied services, e.g.
NASREQ and/ or Mobile IPv4. A Dianeter proxy MJIST be referred to as
"Di aneter X Proxy" where X is the application which it supports, and
not a "Di aneter Proxy".
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2.1. Transport
The Di ameter Transport profile is defined in [ RFC3539].

The base Diameter protocol is run on port 3868 for both TCP [ RFC0793]
and SCTP [ RFC4960]. For TLS [RFC5246] and Dat agram Transport Layer
Security (DTLS) [RFC6347], a Dianeter node that initiates a
connection prior to any nessage exchanges MJST run on port 5658. It
is assuned that TLS is run on top of TCP when it is used, and DILS is
run on top of SCTP when it is used.

If the Dianeter peer does not support receiving TLS/ TCP and DTLS/ SCTP
connections on port 5658 (i.e., the peer conplies only with RFC
3588), then the initiator MAY revert to using TCP or SCTP on port
3868. Note that this schene is kept only for the purpose of backward
compatibility and that there are inherent security vulnerabilities
when the initial CER CEA nessages are sent unprotected (see

Section 5.6).

D aneter clients MJST support either TCP or SCTP; agents and servers
SHOULD support bot h.

A Diameter node MAY initiate connections froma source port other
than the one that it declares it accepts inconing connections on, and
it MJUST al ways be prepared to receive connections on port 3868 for
TCP or SCTP and port 5658 for TLS/ TCP and DTLS/ SCTP connecti ons.

When DNS- based peer discovery (Section 5.2) is used, the port numnbers
recei ved from SRV records take precedence over the default ports
(3868 and 5658).

A given Dianeter instance of the peer state nmachi ne MJUST NOT use nore
than one transport connection to conmmunicate with a given peer

unl ess nultiple instances exist on the peer, in which, case a
separate connection per process is allowed.

When no transport connection exists with a peer, an attenpt to
connect SHOULD be nmde periodically. This behavior is handled via
the Tc tiner (see Section 12 for details), whose recommended value is
30 seconds. There are certain exceptions to this rule, such as when
a peer has termnated the transport connection stating that it does
not wi sh to comuni cate.

When connecting to a peer and either zero or nore transports are
specified, TLS SHOULD be tried first, followed by DTLS, then by TCP
and finally by SCTP. See Section 5.2 for nore information on peer
di scovery.
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D aneter inplenmentations SHOULD be able to interpret |ICWMP protoco
port unreachabl e nessages as explicit indications that the server is
not reachable, subject to security policy on trusting such nessages.
Furt her guidance regarding the treatment of ICMP errors can be found
in [RFC5927] and [ RFC5461]. Dianeter inplenentations SHOULD al so be
able to interpret a reset fromthe transport and tined-out connection
attenpts. |f Dianeter receives data fromthe [ower |ayer that cannot
be parsed or identified as a Dianeter error nade by the peer, the
streamis conproni sed and cannot be recovered. The transport
connection MJST be closed using a RESET call (send a TCP RST bit) or
an SCTP ABORT nessage (graceful closure is conprom sed).

2.1.1. SCTP Cuidelines

D aneter nmessages SHOULD be mapped into SCTP streans in a way that
avoi ds head-of-the-line (HOL) bl ocking. Anong different ways of
performng the mapping that fulfill this requirenment it is
RECOMVENDED t hat a Di aneter node send every Di aneter nessage (request
or response) over streamzero with the unordered flag set. However,
Di amet er nodes MAY sel ect and inplenment other design alternatives for
avoi di ng HOL bl ocking such as using nmultiple streans with the
unordered flag cleared (as originally instructed in RFC 3588). On
the receiving side, a Diameter entity MJST be ready to receive

D aneter nessages over any stream and it is free to return responses
over a different stream This way, both sides nanage the avail abl e
streans in the sending direction, independently of the streans chosen
by the other side to send a particular Dianmeter nmessage. These
nmessages can be out-of-order and belong to different D aneter

sessi ons.

Qut - of -order delivery has special concerns during a connection
establishment and termination. Wen a connection is established, the
responder side sends a CEA nessage and noves to R-Qpen state as
specified in Section 5.6. If an application nessage is sent shortly
after the CEA and delivered out-of-order, the initiator side, stil
in Wait-1-CEA state, will discard the application nessage and cl ose
the connection. |In order to avoid this race condition, the receiver
si de SHOULD NOT use out-of-order delivery nmethods until the first
nmessage has been received fromthe initiator, proving that it has
moved to |-Qpen state. To trigger such a nmessage, the receiver side
could send a DWR i medi ately after sending a CEA. Upon reception of
the correspondi ng DWA, the receiver side should start using out-of-
order delivery nmethods to counter the HOL bl ocki ng.

Anot her race condition rmay occur when DPR and DPA nessages are used.
Both DPR and DPA are small in size; thus, they nmay be delivered to
the peer faster than application messages when an out - of - order
delivery nechanismis used. Therefore, it is possible that a DPR/ DPA
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exchange conpletes while application nessages are still in transit,
resulting in a |loss of these nmessages. An inplenentation could
mtigate this race condition, for exanple, using tiners, and wait for
a short period of time for pending application |evel nessages to
arrive before proceeding to disconnect the transport connection.
Eventual |y, | ost nessages are handl ed by the retransm ssi on nechani sm
described in Section 5.5.4.

A Di ameter agent SHOULD use dedi cated payl oad protocol identifiers
(PPIDs) for clear text and encrypted SCTP DATA chunks instead of only
usi ng the unspecified payl oad protocol identifier (value 0). For
this purpose, two PPID values are allocated: the PPID value 46 is for
D aneter nessages in clear text SCTP DATA chunks, and the PPID val ue
47 is for Dianeter nessages in protected DTLS/ SCTP DATA chunks.

2.2. Securing D aneter Messages

Connecti ons between Di aneter peers SHOULD be protected by TLS/ TCP and
DTLS/ SCTP. Al Dianmeter base protocol inplenentations MJUST support
the use of TLS/TCP and DTLS/ SCTP. |If desired, alternative security
nmechani sns that are independent of Dianmeter, such as |Psec [ RFC4301],
can be depl oyed to secure connections between peers. The Di aneter
prot ocol MJST NOT be used wi thout one of TLS, DILS, or |Psec.

2.3. Dianeter Application Conpliance

Application Ids are advertised during the capabilities exchange phase
(see Section 5.3). Advertising support of an application inplies
that the sender supports the functionality specified in the
respective Dianeter application specification

| mpl enent ati ons MAY add arbitrary optional AVPs with the Mbit

cl eared (including vendor-specific AVPs) to a conmand defined in an
application, but only if the command s CCF syntax specification
allows for it. Please refer to Section 11.1.1 for details

2.4. Application ldentifiers

Each Di aneter application MIUST have an | ANA-assigned Application ID
The base protocol does not require an Application Id since its
support is mandatory. During the capabilities exchange, D aneter
nodes informtheir peers of locally supported applications.
Furthernmore, all Dianmeter nessages contain an Application Id, which
is used in the nessage forwardi ng process.
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The following Application |Id values are defi ned:

Di amet er conmon nmessage 0
D anet er base accounting 3
Rel ay Oxffffffff

Rel ay and redirect agents MJUST advertise the Relay Application ID
while all other Di aneter nodes MJST advertise |locally supported
applications. The receiver of a Capabilities Exchange nessage
advertising relay service MJST assune that the sender supports al
current and future applications.

D aneter relay and proxy agents are responsible for finding an
upstream server that supports the application of a particular

message. |f none can be found, an error nessage is returned with the
Resul t - Code AVP set to DI AMETER _UNABLE TO DELI VER

2.5. Connections vs. Sessions

This section attenpts to provide the reader with an understandi ng of
the di fference between "connection" and "session", which are terns
used extensively throughout this docunent.

A connection refers to a transport-Ilevel connection between two peers
that is used to send and receive D aneter nessages. A session is a

| ogi cal concept at the application layer that exists between the

D aneter client and the Dianmeter server; it is identified via the
Session-1d AVP

Fom e oo - + F - + Fom e oo - +

| dient | | Relay | | Server |

E R + Fomm e + E R +
Smmmmme - - > Smmmmme - - >

peer connection A  peer connection B

User session X
Figure 1: Diameter Connections and Sessions

In the exanple provided in Figure 1, peer connection A is established
between the client and the relay. Peer connection B is established
between the relay and the server. User session X spans fromthe
client via the relay to the server. Each "user" of a service causes
an auth request to be sent, with a unique session identifier. Once
accepted by the server, both the client and the server are aware of

t he sessi on.
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It is inportant to note that there is no relationship between a
connection and a session, and that Dianeter messages for multiple
sessions are all nultiplexed through a single connection. Also, note
that Di aneter nessages pertaining to the session, both application-
specific and those that are defined in this docunent such as ASR/ ASA,
RAR/ RAA, and STR/ STA, MJST carry the Application Id of the
application. Dianeter nessages pertaining to peer connection
establ i shment and nai ntenance such as CER/ CEA, DWR/ DWA, and DPR/ DPA
MUST carry an Application Id of zero (0).

2.6. Peer Table

The Dianeter peer table is used in nessage forwarding and is

referenced by the routing table. A peer table entry contains the

followi ng fields:

Host Identity
Fol I owi ng the conventions described for the Dianeterldentity-
derived AVP data fornmat in Section 4.3.1, this field contains the
contents of the Origin-Host (Section 6.3) AVP found in the CER or
CEA nessage

StatusT

This is the state of the peer entry, and it MJST nmatch one of the
val ues listed in Section 5.6.

Static or Dynamc

Speci fies whether a peer entry was statically configured or
dynani cal | y di scovered

Expiration Tine
Specifies the tinme at which dynamically discovered peer table
entries are to be either refreshed or expired. |If public key
certificates are used for Dianmeter security (e.g., with TLS), this
val ue MUST NOT be greater than the expiry times in the rel evant
certificates.

TLS/ TCP and DTLS/ SCTP Enabl ed

Speci fies whether TLS/ TCP and DTLS/ SCTP is to be used when
conmuni cating with the peer.

Addi tional security information, when needed (e.g., keys,
certificates).
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2.7. Routing Table

Al'l Real m Based routing | ookups are perforned agai nst what is
commonly known as the routing table (see Section 12). Each routing
table entry contains the follow ng fields:

Real m Nane

This is the field that MJST be used as a primary key in the
routing table | ookups. Note that sone inplenentations perform
their | ookups based on |ongest-match-fromthe-right on the realm
rather than requiring an exact natch.

Application ldentifier

An application is identified by an Application Id. A route entry
can have a different destination based on the Application Id in
the nmessage header. This field MUST be used as a secondary key
field in routing table | ookups.

Local Action

The Local Action field is used to identify how a nessage shoul d be
treated. The followi ng actions are supported:

1. LOCAL - Dianeter nmessages that can be satisfied locally and do
not need to be routed to another Diameter entity.

2. RELAY - Al Dianeter nessages that fall within this category
MUST be routed to a next-hop Dianeter entity that is indicated
by the identifier described below Routing is done without
nmodi fyi ng any non-routing AVPs. See Section 6.1.9 for
rel ayi ng guidelines.

3. PROXY - All Dianeter nessages that fall within this category
MUST be routed to a next Dianeter entity that is indicated by
the identifier described below The |ocal server MAY apply
its local policies to the nmessage by including new AVPs to the
nmessage prior to routing. See Section 6.1.9 for proxying
gui del i nes.

4. REDI RECT - Dianeter nessages that fall within this category
MUST have the identity of the home Dianeter server(s)
appended, and returned to the sender of the nessage. See
Section 6.1.8 for redirection guidelines.
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Server ldentifier

The identity of one or nore servers to which the nessage is to be
routed. This identity MIST al so be present in the Host ldentity
field of the peer table (Section 2.6). Wen the Local Action is
set to RELAY or PROXY, this field contains the identity of the
server(s) to which the nessage MJST be routed. Wen the Loca
Action field is set to REDIRECT, this field contains the identity
of one or nore servers to which the nmessage MJST be redirected.

Static or Dynamc

Specifies whether a route entry was statically configured or
dynani cal | y di scovered

Expiration Tine

Specifies the time at which a dynanmically discovered route table
entry expires. |If public key certificates are used for D aneter
security (e.g., with TLS), this value MJUST NOT be greater than the
expiry time in the relevant certificates.

It is inmportant to note that Di ameter agents MJST support at | east
one of the LOCAL, RELAY, PROXY, or REDI RECT nodes of operation
Agents do not need to support all nodes of operation in order to
conformwith the protocol specification, but they MIST follow the
protocol conpliance guidelines in Section 2. Relay agents and
proxi es MJUST NOT reorder AVPs.

The routing table MAY include a default entry that MJST be used for
any requests not natching any of the other entries. The routing
tabl e MAY consist of only such an entry.

When a request is routed, the target server MJST have advertised the
Application Id (see Section 2.4) for the given nessage or have

advertised itself as a relay or proxy agent. Oherwise, an error is
returned with the Result-Code AVP set to DI AVETER UNABLE TO DELI VER.

2.8. Role of Dianeter Agents
In addition to clients and servers, the Diameter protocol introduces
relay, proxy, redirect, and translation agents, each of which is
defined in Section 1.2. Dianeter agents are useful for severa
reasons:

0 They can distribute adninistration of systens to a configurable
groupi ng, including the maintenance of security associ ations.
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0 They can be used for concentration of requests froma nunber of
co-located or distributed NAS equi pnent sets to a set of |ike user
gr oups.

o They can do val ue-added processing to the requests or responses.
0 They can be used for |oad bal anci ng.

0o A conplex network will have multiple authentication sources, they
can sort requests and forward towards the correct target.

The Dianeter protocol requires that agents mmintain transaction
state, which is used for fail over purposes. Transaction state

i mplies that upon forwarding a request, its Hop-by-Hop ldentifier is
saved; the field is replaced with a locally unique identifier, which
is restored to its original value when the correspondi ng answer is
received. The request’s state is released upon receipt of the
answer. A stateless agent is one that only maintains transaction

st at e.

The Proxy-Info AVP allows stateless agents to add local state to a
D aneter request, with the guarantee that the same state will be
present in the answer. However, the protocol’s failover procedures
require that agents maintain a copy of pending requests.

A stateful agent is one that nmaintains session state information by
keepi ng track of all authorized active sessions. Each authorized
session is bound to a particular service, and its state is considered
active until either the agent is notified otherwi se or the session
expires. Each authorized session has an expiration, which is

communi cated by Di aneter servers via the Session-Ti neout AVP

Mai nt ai ni ng session state may be useful in certain applications, such
as:

o0 Protocol translation (e.g., RADIUS <-> Dianeter)

o Limting resources authorized to a particular user

0 Per-user or per-transaction auditing

A Dianeter agent MAY act in a stateful manner for sone requests and
be stateless for others. A Dianeter inplenentation MAY act as one

type of agent for sonme requests and as another type of agent for
ot hers.
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2.8.1. Relay Agents

Rel ay agents are Diameter agents that accept requests and route
nmessages to ot her Dianeter nodes based on information found in the
messages (e.g., the value of the Destination-Real mAVP Section 6.6).
This routing decision is performed using a |list of supported real ns
and known peers. This is known as the routing table, as is defined
further in Section 2.7.

Rel ays may, for exanple, be used to aggregate requests fromnultiple
Net wor k Access Servers (NASes) within a conmon geographical area
(Poi nt of Presence, POP). The use of relays is advantageous since it
elimnates the need for NASes to be configured with the necessary
security information they would otherwi se require to comunicate with
Di ameter servers in other realns. Likew se, this reduces the
configuration | oad on D aneter servers that woul d ot herw se be
necessary when NASes are added, changed, or del eted.

Rel ays nodi fy D aneter nessages by inserting and renoving routing

i nformati on, but they do not nodify any other portion of a nessage.
Rel ays SHOULD NOT nmi ntain session state but MJST maintain
transaction state.

[ + e - - > [ + e ---- > [ +
| | 1. Request | | 2. Request | |
| NAS | | DRL | | HVB
| | 4. Answer | | 3. Answer | |
[ + [ — [ + [ — [ +

exanpl e. net exanpl e. net exanpl e. com

Figure 2: Relaying of Dianeter nessages

The exanple provided in Figure 2 depicts a request issued froma NAS
which is an access device, for the user bob@xanple.com Prior to

i ssuing the request, the NAS perfornms a Dianeter route | ookup, using
"exanpl e. com' as the key, and determ nes that the nessage is to be
relayed to a DRL, which is a Dianeter relay. The DRL perforns the
same route | ookup as the NAS, and relays the nessage to the HVS
which is exanple.coms honme server. The HVS identifies that the
request can be locally supported (via the realn), processes the

aut henti cation and/or authorization request, and replies with an
answer, which is routed back to the NAS using saved transaction

st at e.

Since relays do not perform any application-Ievel processing, they

provide relaying services for all D aneter applications; therefore,
they MJUST advertise the Relay Application Id.
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2.8.2. Proxy Agents

Simlar to relays, proxy agents route Di aneter nessages using the

D aneter routing table. However, they differ since they nodify
messages to inplenment policy enforcenent. This requires that proxies
mai ntain the state of their downstream peers (e.g., access devices)
to enforce resource usage, provide adm ssion control, and provide
provi si oni ng.

Proxi es may, for exanple, be used in call control centers or access

| SPs that provide outsourced connections; they can nonitor the nunber
and type of ports in use and make all ocati on and adni ssi on deci si ons
according to their configuration.

Si nce enforcing policies requires an understandi ng of the service
bei ng provi ded, proxies MJST only advertise the Di ameter applications
t hey support.

2.8.3. Redirect Agents

Redi rect agents are useful in scenarios where the Di ameter routing
configuration needs to be centralized. An exanple is a redirect
agent that provides services to all menbers of a consortium but does
not wish to be burdened with relaying all nessages between real ns.
This scenario is advantageous since it does not require that the
consortium provide routing updates to its nenbers when changes are
made to a nmenber’s infrastructure

Since redirect agents do not relay nessages, and only return an
answer with the infornmation necessary for Dianmeter agents to
communi cate directly, they do not nodify nessages. Since redirect
agents do not receive answer nessages, they cannot naintain session
state.

The exanpl e provided in Figure 3 depicts a request issued fromthe
access device, NAS, for the user bob@xanple.com The nessage is
forwarded by the NAS to its relay, DRL, which does not have a routing
entry inits Diameter routing table for exanple.com The DRL has a
default route configured to DRD, which is a redirect agent that
returns a redirect notification to DRL, as well as the HVE contact
information. Upon receipt of the redirect notification, the DRL
establishes a transport connection with the HVB, if one doesn’'t

al ready exist, and forwards the request to it.
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3. Redirection
Noti fication

[ + e -ee-a-- > [ + eeeeea--- > [ +
| | 1. Request | | 4. Request | |

| NAS | | DRL | | HVB

| | 6. Answer | | 5. Answer | |
Hom oo + Cmmmmmma - Hom oo + Cmmmmmma - Hom oo +
exanpl e. net exanpl e. net exanpl e. com

Figure 3: Redirecting a D ameter Message

Since redirect agents do not performany application-Ievel
processing, they provide relaying services for all Dianeter
applications; therefore, they MIST advertise the Relay Application
I D.

2.8.4. Translation Agents

A translation agent is a device that provides translation between two
protocols (e.g., RADIUS<->Di anmeter, TACACS+<->Di aneter). Translation
agents are likely to be used as aggregati on servers to communi cate
with a Dianeter infrastructure, while allowi ng for the enbedded
systens to be mgrated at a sl ower pace.

G ven that the Dianeter protocol introduces the concept of long-lived
aut hori zed sessions, translation agents MJST be session stateful and
MUST nmai ntain transaction state.

Transl ati on of nessages can only occur if the agent recogni zes the
application of a particular request; therefore, translation agents
MJUST only advertise their locally supported applications.

[ + e -ee-a-- > [ + eeeeea--- > [ +
| | RADI US Request | | Diameter Request | |

| NAS | TLA | | HVB

| | RADIUS Answer | | Dianmeter Answer | |
Hom oo + Cmmmmmma - Hom oo + Cmmmmmma - Hom oo +
exanpl e. net exanpl e. net exanpl e. com

Figure 4: Translation of RADIUS to Di aneter
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2.9. Dianeter Path Authorization

As noted in Section 2.2, Dianeter provides transnission-I|eve
security for each connection using TLS/ TCP and DTLS/ SCTP. Therefore,
each connection can be authenticated and can be replay and integrity
pr ot ect ed.

In addition to authenticating each connection, the entire session
MUST al so be authorized. Before initiating a connection, a D aneter
peer MJST check that its peers are authorized to act in their roles.
For exanple, a Dianeter peer may be authentic, but that does not nean
that it is authorized to act as a Dianeter server advertising a set
of Di aneter applications.

Prior to bringing up a connection, authorization checks are perforned
at each connection along the path. D aneter capabilities negotiation
(CER/ CEA) al so MUST be carried out, in order to determn ne what

D aneter applications are supported by each peer. D aneter sessions
MUST be routed only through authorized nodes that have advertised
support for the Dianmeter application required by the session

As noted in Section 6.1.9, a relay or proxy agent MJST append a
Rout e- Record AVP to all requests forwarded. The AVP contains the
identity of the peer from which the request was received.

The hone Di aneter server, prior to authorizing a session, MJIST check
t he Route-Record AVPs to nake sure that the route traversed by the
request is acceptable. For exanple, admnistrators within the home
real mmay not wish to honor requests that have been routed through an
untrusted realm By authorizing a request, the hone Di aneter server
is inplicitly indicating its willingness to engage in the business
transaction as specified by any contractual relationship between the
server and the previous hop. A DI AVETER AUTHCRI ZATI ON_REJECTED err or
message (see Section 7.1.5) is sent if the route traversed by the
request i s unacceptable.

A home real mmay al so wi sh to check that each accounting request
nmessage corresponds to a Di aneter response authorizing the session
Accounting requests w thout correspondi ng authorization responses
SHOULD be subjected to further scrutiny, as should accounting
requests indicating a difference between the requested and provi ded
servi ce.

Forwar di ng of an authorization response is considered evidence of a
willingness to take on financial risk relative to the session. A
local realmmy wish to limt this exposure, for exanple, by
establishing credit Iimts for internmediate realns and refusing to
accept responses that would violate those linmts. By issuing an
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accounting request corresponding to the authorization response, the
local realminplicitly indicates its agreement to provide the service
indicated in the authorization response. |f the service cannot be
provided by the |l ocal realm then a D AVETER UNABLE TO COWPLY error
message MJST be sent within the accounting request; a Dianeter client
recei ving an authorization response for a service that it cannot
perform MJUST NOT substitute an alternate service and then send
accounting requests for the alternate service instead.

3. D anet er Header

A summary of the Dianeter header format is shown below. The fields
are transmtted in network byte order.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Ver si on | Message Length |
e e i i e e i ik s i S SR S S
| Command Fl ags | Command Code |
i T i i S e e S e e e i o i R R TR R R SR
| Application-1D |
B T e o i S I i i S S N iy St S I S S
| Hop- by- Hop Identifier |
e e i i e e S S e
| End-to-End ldentifier |
i T i i o e e e e e e et i S S S R R SR
| AVPs ...

B g ol ST S S S S

Ver si on

This Version field MUST be set to 1 to indicate Di aneter Version
1.

Message Length
The Message Length field is three octets and indicates the length
of the Diameter nessage including the header fields and the padded
AVPs. Thus, the Message Length field is always a nultiple of 4.
Conmmand Fl ags

The Conmand Flags field is eight bits. The following bits are
assi gned:
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01234567
R e e s
IRPETT rr rj
+o e e e e e - -+

R(equest)
If set, the nessage is a request. |If cleared, the nessage is
an answer.

P(roxi abl e)

If set, the nessage MAY be proxied, relayed, or redirected. |If
cl eared, the nessage MJUST be locally processed.

E(rror)

If set, the nessage contains a protocol error, and the nessage
will not conformto the CCF described for this conmmand.
Messages with the 'E bit set are comonly referred to as error
messages. This bit MJST NOT be set in request nessages (see
Section 7.2).

T(Potentially retransnmitted nessage)

This flag is set after a link failover procedure, to aid the
renoval of duplicate requests. It is set when resending
requests not yet acknow edged, as an indication of a possible
duplicate due to a link failure. This bit MJST be cleared when
sending a request for the first tine; otherw se, the sender
MUST set this flag. Dianeter agents only need to be concerned
about the nunber of requests they send based on a single
received request; retransnissions by other entities need not be
tracked. Dianmeter agents that receive a request with the T
flag set, MJUST keep the T flag set in the forwarded request.
This flag MUST NOT be set if an error answer nessage (e.g., a
protocol error) has been received for the earlier nessage. It
can be set only in cases where no answer has been received from
the server for a request, and the request has been sent again.
This flag MUST NOT be set in answer nessages.

r (eserved)

These flag bits are reserved for future use; they MIST be set
to zero and ignored by the receiver
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Conmand Code

The Conmand Code field is three octets and is used in order to
communi cate the command associated with the message. The 24-bit
address space i s nmanaged by I ANA (see Section 3.1). Comuand Code
val ues 16, 777,214 and 16, 777, 215 (hexadeci mal val ues FFFFFE-
FFFFFF) are reserved for experinental use (see Section 11.2).

Application-1D

Application-1Dis four octets and is used to identify for which
application the nessage is applicable. The application can be an
aut henti cation application, an accounting application, or a
vendor - speci fic application.

The value of the Application-ID field in the header MIST be the
same as any relevant Application-1d AVPs contained in the nessage.

Hop- by- Hop Il dentifier

The Hop-by-Hop ldentifier is an unsigned 32-bit integer field (in
network byte order) that aids in matching requests and replies.
The sender MUST ensure that the Hop-by-Hop Identifier in a request
is unique on a given connection at any given tine, and it MAY
attenpt to ensure that the number is unique across reboots. The
sender of an answer nessage MJST ensure that the Hop-by-Hop
Identifier field contains the sane value that was found in the
correspondi ng request. The Hop-by-Hop ldentifier is normally a
nmonot oni cal |y i ncreasi ng nunber, whose start val ue was randonly
generated. An answer nessage that is received with an unknown
Hop- by-Hop ldentifier MJST be discarded.

End-to-End ldentifier

The End-to-End ldentifier is an unsigned 32-bit integer field (in
network byte order) that is used to detect duplicate nessages.
Upon reboot, inplenentations MAY set the high order 12 bits to
contain the |l ow order 12 bits of current tine, and the |ow order
20 bits to a random value. Senders of request nmessages MJST
insert a unique identifier on each nessage. The identifier MJST
remain | ocally unique for a period of at |east 4 m nutes, even
across reboots. The originator of an answer nessage MJST ensure
that the End-to-End lIdentifier field contains the same val ue that
was found in the correspondi ng request. The End-to-End ldentifier
MUST NOT be nodi fied by Dianmeter agents of any kind. The

combi nation of the Origin-Host AVP (Section 6.3) and this field is
used to detect duplicates. Duplicate requests SHOULD cause the
same answer to be transmtted (nodul o the Hop-by-Hop Identifier
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field and any routing AVPs that nay be present), and they MJST NOT
affect any state that was set when the original request was
processed. Duplicate answer nmessages that are to be locally
consunmed (see Section 6.2) SHOULD be silently discarded.

AVPs

AVPs are a method of encapsulating information relevant to the
D aneter nmessage. See Section 4 for nore information on AVPs.

3.1. Commmand Codes

Each comand Request/Answer pair is assigned a Comand Code, and the
sub-type (i.e., request or answer) is identified via the "R bit in
the Conmand Fl ags field of the Di aneter header

Every Di anmeter message MJIST contain a Command Code in its header’s
Command Code field, which is used to determine the action that is to
be taken for a particular nmessage. The followi ng Command Codes are
defined in the Dianeter base protocol

Section
Command Name Abbr ev. Code Ref er ence
Abort - Sessi on- Request ASR 274 8.5.1
Abort - Sessi on- Answer ASA 274 8.5.2
Account i ng- Request ACR 271 9.7.1
Account i ng- Answer ACA 271 9.7.2
Capabi | i ti es- Exchange- CER 257 5.3.1
Request
Capabi | i ti es- Exchange- CEA 257 5.3.2
Answer
Devi ce- WAt chdog- Request DWR 280 5.5.1
Devi ce- WAt chdog- Answer DWA 280 5.5.2
Di sconnect - Peer - Request DPR 282 5.4.1
Di sconnect - Peer - Answer DPA 282 5.4.2
Re- Aut h- Request RAR 258 8.3.1
Re- Aut h- Answer RAA 258 8.3.2
Sessi on- Term nati on- STR 275 8.4.1
Request
Sessi on- Term nati on- STA 275 8.4.2
Answer
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3.2. Command Code Format Specification

Every Conmand Code defined MJST include a correspondi ng Conmand Code
Format (CCF) specification, which is used to define the AVPs t hat
MUST or MAY be present when sending the nmessage. The follow ng ABNF
specifies the CCF used in the definition

command- def = "<" comand-nanme ">" "::=" dianeter-nessage
comand- nane = di anet er - nane
di anet er - nane = ALPHA *(ALPHA / DIG@T / "-")

di anet er - mressage header *fixed *required *optiona

header = "<D anet er - Header:" conmmand-id
[r-bit] [p-bit] [e-bit] [application-id]">"

application-id =1*DAd T

comrand-id =1*DIAT
; The Conmand Code assigned to the conmand.

r-bit =", REQ
; If present, the 'R bit in the Conmand
; Flags is set, indicating that the nessage
; 1s a request as opposed to an answer.

p- bit =", PXY"
; If present, the 'P bit in the Conmand
; Flags is set, indicating that the nessage
; 1's proxiable.

e-bit =", ERR
; If present, the 'E bit in the Command
; Flags is set, indicating that the answer
; nmessage contains a Result-Code AVP in
; the "protocol error" class.

fixed = [qual] "<" avp-spec ">"
; Defines the fixed position of an AVP

required = [qual] "{" avp-spec "}"

; The AVP MUST be present and can appear
; anywhere in the nessage
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=[qual] "[" avp-nane "]’

; The avp-name in the 'optional’ rule cannot
; evaluate to any AVP Nane that is included
; in a fixed or required rule. The AVP can
; appear anywhere in the nessage.

; NOTE: "[" and "]" have a slightly different

; meaning than in ABNF. These braces

; cannot be used to express optional fixed rules
; (such as an optional ICV at the end). To do

; this, the convention is ’'0*1fi xed

[mn] "*" [max]

; See ABNF conventions, RFC 5234, Section 4.

; The absence of any qualifier depends on

; whether it precedes a fixed, required, or

; optional rule. If a fixed or required rule has
; no qualifier, then exactly one such AVP MJST

; be present. If an optional rule has no

; qualifier, then O or 1 such AVP nay be

; present. |If an optional rule has a qualifier

; then the value of min MJST be 0 if prese